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Abstract. In this paper we provide a theoretical discussion of the im-
pact of uncertainty in quality measurement on the expected benefits of
including biometric signal quality measures in classification. While an
ideal signal quality measure should be a precise quantification of the
actual signal properties relevant to the classification process, a real qual-
ity measurement may be uncertain. We show how does the degree of
uncertainty in quality measurement impact the gains in class separa-
tion achieved thanks to using quality measures as conditionally relevant
classification feature. We demonstrate that while noisy quality measures
become irrelevant classification features, they do not impair class sepa-
ration beyond the baseline result. We present supporting experimental
results using synthetic data.
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1 Introduction

Degradation of biometric signal quality has been shown to impair the perfor-
mance of biometric classification systems. One of the remedies to this problem is
the use of dedicated metrics that capture the quality of biometric signals. These
metrics are referred to as quality measures (qm). Ideally, a qm should aptly
quantify the direct impact that the extraneous, noisy factors have on the col-
lected signal with respect to the deployed classifier. For instance, the quality of
a noisy speech could be measured by recording the noise that masks the speech
using a separate microphone. However, it is not always possible or practical to
devise a setup capable of capturing the impact of extraneous, quality-degrading
factors directly. In this case, one must infer the quality degradation from the
collected signals themselves. Indeed, this is frequently the case for most biomet-
ric quality measures proposed in the literature [1, 2]. Consequently, an indirect
measurement of the quality degradation may carry a measurement error and
the qm may be to some degree uncertain. An important question arises: how
much does the uncertainty in quality measurement impact the value of quality
measures as auxiliary feature from the viewpoint of biometric classification? This
paper answers this question from a theoretical perspective. We adopt the generic
framework of classification with quality measures, Q− stack, proposed in [3, 4],
since it has been shown to be a generalization of existing algorithms of classifi-
cation with qm. Consequently, the results presented in this paper are valid for
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any instantiation of classification system with qm accounted for by the model
of Q − stack. Using this framework as a reference, we prove that uncertainty
in quality measurement reduces the conditional relevance of quality measures
as features to the stacked classifier. We demonstrate the practical implications
of this finding using synthetic datasets, where additive and multiplicative noise
models are used. This paper is structured as follows: Section 2 gives a theoretical
discussion of the impact of uncertainty in qm measurement on class separation,
Section 3 gives experimental support for the theoretical findings, and Section 4
concludes the paper.

2 Signal quality and quality measures

In a typical biometric classification system with quality measures one has two
sources of complementary information: the baseline scores x, and the quality
measures qm. The baseline scores x are obtained from biometric classifiers op-
erating on feature sets derived from class-selective raw biometric data, and can
be viewed as a compressed representation of this data. The quality measures qm

convey information about the conditions of data acquisition and the extent of
extraneous noise that shapes the raw data, and therefore are class-independent.
Many algorithms of using quality measures in biometric classification have been
proposed - for single classifier systems they have been often referred to as adap-
tive model/threshold selection [5], while for multiple-classifier systems they have
been frequently called quality-dependent fusion [2, 6]. Recently proposed frame-
work of Q−stack [3] is a generalization of these methods, where baseline classifier
scores x and quality measures qm are features to a second-level stacked classifier
which models the dependencies between x and qm. From this perspective, qm

become conditionally relevant classification features, which together with scores
x grant better class separation than that achieved in the domain of x alone.

If a degradation of observed biometric data is important from the classifi-
cation perspective, this fact will be reflected in a shift of score x [4]. In real
situations quality measures must be estimated from measurement of the noisy
process that degrades the data. An ideal quality measure would give an error-free
estimate of every instance of noise that affects particular score x. In practice,
especially in situations where measuring the noisy process directly is impossi-
ble or very troublesome, quality measures must be derived from the observed
data itself - and indeed this is the most common case in biometrics [1]. Such an
indirect quality measurement is likely to contain certain measurement error, or
uncertainty.

A schematic representation of this situation is shown in Figure 1. Consider
stochastic processes A and B generating never-observed, noiseless classification
scores x′. Further, a noise generating process N degrades scores x′ according to
unknown function Φ(x′, n), resulting in the observed noisy scores x distributed
according to pA(x) and pB(x), respectively. Another stochastic process D is the
source of uncertainty in signal quality measurement. The parameters of processes
A, B, N and D as well as the nature of the function Φ(x′, n) are used exclusively
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Fig. 1. Model of uncertain quality measurement of biometric signals.

for the purpose of data generation and needs not be known. Let us now denote
the class separation Dx

A,B obtained in the domain of x alone:

Dx
A,B =

∫
∞

−∞

|pA(x) − pB(x)|dx. (1)

Consider class separation De
A,B in the domain of evidence space e = [x, qm],

defined between class conditional distributions pA(x, qm) and pB(x, qm). This
separation can be expressed as

De
A,B =

∫
∞

−∞

∫
∞

−∞

|pA(x, qm)− pB(x, qm)|dxdqm =

=

∫
∞

−∞

∫
∞

−∞

|pA(qm|x)pA(x) − pB(qm|x)pB(x)|dxdqm.

(2)

Suppose that qm is measuring the actual signal-distorting condition n with
uncertainty d, reflected in an increasingly noisy measurement of qm. In this
situation

d� n ⇒ pA(qm|x) = pB(qm|x) = p(qm), (3)

where p(qm) is the stochastic process that describes the observed noisy qm =
n + d. Consequently

De
A,B =

∫
∞

−∞

(

∫
∞

−∞

p(qm)|pA(x)− pB(x)|dx)dqm =

∫
∞

−∞

p(qm)(

∫
∞

−∞

|pA(x)− pB(x)|dx)dqm =

∫
∞

−∞

p(qm)Dx
A,Bdqm = Dx

A,B

∫
∞

−∞

p(qm)dqm = Dx
A,B.

(4)

The result given by Equation 4 is the same if Equations (1,2) are replaced
by another measure of class separation, for instance by divergence.
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The important conclusion is that independently of the marginal distributions
of x and qm or their mutual dependence relationships, increasing the uncertainty
in quality measurement results in the reduced conditional relevance of qm. As
a result, class separation in the space defined by qm and x approaches class
separation observed in the domain of x alone. In Section 3 we demonstrate the
implications of this finding, using synthetic datasets.

3 Experiments

In this section we illustrate the theoretical predictions given in Section 2. Using
synthetic datasets we show the impact of increasing uncertainty in quality mea-
surement on classification accuracy. The choice of synthetic over real biometric
datasets is dictated by the fact that in reality measurement of noise without un-
certainty is impossible. Also, once quality measurement is taken, there is no way
of knowing what this uncertainty actually is. The use of synthetic datasets gives
us the experimental comfort of a full control over all stochastic, data-generating
processes involved in the experiment.

In the experiments reported here, we generate following data: hypothetical
(never observed), noise-free baseline classifier scores x′, noise instances n that
effect scores x′, resulting in noisy baseline scores x = Φ(x′, n), and measurement
noise d, which causes uncertainty in measurement of n. Quality measures qm

are estimated according to qm = n + d. In the absence of noisy measurement,
qm measures n without uncertainty, qm = n. We use two models Φ(x′, n) of
impact of the noise on scores, namely an additive (Φ(x′, n) : x = x′+n), and an
multiplicative noise model (Φ(x′, n) : x = x′n).

We use instances of four different classifier families as stacked classifiers: a
Linear Discriminant Analysis - based classifier: LDA, a Quadratic Discriminant
Analysis - based classifier: QDA, a Bayes classifier using Gaussian Mixture Model
- based distribution representation: Bayes, and a Support Vector Machines -
based classifier using RBF kernel: SV M . Separate training and testing datasets
are generated. The classifiers are trained using 1000 training data points and
then deployed to classify another 1000 testing data points. The knowledge of the
underlying statistical processes is not used to tune the parameters of the deployed
stacked classifiers. For each noise model type, the magnitude of uncertainty in
quality measurement d was controlled by adjusting the variance σ2

d. Classification
performance of the stacked classifiers as a function of correlation ρ between the
resulting quality measures qm and noisy scores x was recorded. The value of ρ is
a measure of dependence between x and qm which can be evaluated in practical
applications.

3.1 Additive noise model

Consider Gaussian processes, which generate observations according to p(x′|A) =
N (μx′,A, σ2

x′,A) and p(x′|B) = N (μx′,B, σ2

x′,B), where μx′,A = −1, σ2

x′,A = 1,

and μx′,B = 1, σ2

x′,B = 1. Bayes error [7] associated with the classification of x′
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into classes A and B can be estimated to be E′Bayes ≈ 0.1587. Let the noise-
generating process N produce noise instances n according to p(n) = N (μN , σN )
,μN = 0 ,σ2

N = 1. If no noise would be present, observed scores would be x = x′.
Assume that in the presence of noise N the observed scores x are affected by the
noise n according to x = Φ(x′, n) = x′ + n. consequently the class-conditional
distributions of observed scores p(x|A) and p(x|B) are given by convolution of
the probability density functions [8]: p(x|A) = p(x′ + n|A) = p(x′|A) ∗ p(n|A) =
N (μN + μx′,A, σ2

N + σx′,A), and p(x|B) = p(x′ + n|B) = p(x′|B) ∗ p(n|B) =
N (μN + μx′,B, σ2

N + σx′,M ).

Let us now measure the quality measure qm. Theoretically it would be best
to measure n directly, qm ∝ n. This ideal measurement may in practice be not
feasible and the noise measurement may be uncertain. We model this possible
uncertainty by adding white Gaussian noise of controlled variance σ2

d to the
measurement of qm. In this scenario, for σ2

d = 0 ⇒ qm ∝ n, and for σ2

d →
∞ the quality measure qm becomes independent on the actual noise n, and
thus it ceases to be informative from the viewpoint of classification using Q −
stack. Since all involved processes are Gaussian then the dependency between
quality measurements and scores can be measured by computing the correlation
coefficient ρ between qm and x.

In the experiments shown in this section we classified 1000 testing data
points, using classifiers trained on a separately generated set of 1000 training
data points. The data was generated by processes described above. The impact
of ρ on the class-conditional distributions evidence, p(e|A), p(e|B) is shown in
Figure 2.
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Fig. 2. Class-conditional evidence distributions p(e|A) and p(e|B) with Q −
stackdecision boundaries for LDA, QDA, SVM and Bayes classifiers. Quality measures
taken at σ2

d = 0.

In Figure 2 quality measures are taken without uncertainty, σ2

d = 0, resulting
in the correlation coefficient between scores x and quality measures qm of ρ ≈
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0.58. Decision boundaries ΨLDA, ΨQDA, ΨBayes, ΨSV M of four corresponding
classifiers are shown, as well as the baseline score decision threshold τ(x).

Figure 3 demonstrates graphically an example of the impact of the uncer-
tainty in estimating qm, on classification results in the evidence space e =
[x, qm]. Here, the measurement of quality measure is very noisy at σ2

d = 20,
resulting in a low correlation coefficient between x and qm of ρ ≈ 0.13. Conse-
quently the decision boundaries Ψ between classes A and B tend towards x = τ ,
the decision boundary obtained when using only x as classification feature. As
the difference between classification in the evidence spaces of e = [x, qm] and
e = [x] wanes with growing σ2

d, so does the benefit of using quality measure as
added dimension in the evidence vector.
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Fig. 3. Class-conditional evidence distributions p(e|A) and p(e|B) with Q − stack

decision boundaries for LDA, QDA, SVM and Bayes classifiers. Quality measures taken
at σ2

d = 20

Compare the behavior of the decision boundary ΨSV M in Figures 2(b) and
3(b). The curve shown in Figure 3(b) shows a clear overfitting to the training
data as a result of an increase in dimensionality of e beyond necessity (qm became
an irrelevant feature). This is not the case in Figure 2(b). Such overfitting may
be avoided by clustering quality measures [9], or by simply choosing a classifier
of a smaller parametric complexity.

Figure 4 presents the explicit relationship between the correlation coefficient
ρ between x and qm and the classification error rates in the evidence space using
decision boundaries τ(x), ΨLDA, ΨQDA, ΨBayes and ΨSV M . The variance σ2

d of
the process D that adds uncertainty to the measurement of qm was changed
from σ2

d = 0 to σ2

d = 20. Figure 4 shows the classification errors after 50 in-
dependent experimental runs in terms of mean Half Total Error Rate (HTER).
The error bars show the standard deviation of HTER. The numerical results of
this experiment are gathered in Table 3.1.
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Fig. 4. Impact of the correlation ρ between the observed scores x and the observed
quality measures qm , for additive noise.

Table 1. Selected HTER results from Figure 4(b), 1000 data points, mean values and
standard deviations after 50 repetitions for each value of σ2

d.

σ2
d 0 0.4 1 2.6 7 15 20

ρ(x, qm) 0.5785 0.4852 0.4075 0.3012 0.2086 0.1441 0.1272

HTER

μτ(x) 0.241 0.2368 0.2387 0.2426 0.2418 0.2423 0.2411

στ(x) 0.0329 0.0299 0.0286 0.0326 0.0336 0.0286 0.0302

μLDA 0.1603 0.1884 0.2074 0.2249 0.2343 0.2386 0.2389

σLDA 0.029 0.0305 0.0291 0.031 0.0294 0.0312 0.0295

μQDA 0.1596 0.1883 0.208 0.2249 0.2349 0.2388 0.2385

σQDA 0.0252 0.0293 0.0301 0.0287 0.0333 0.0333 0.0271

μBayes 0.1618 0.1948 0.2186 0.2338 0.2398 0.2411 0.2406

σBayes 0.0134 0.016 0.0157 0.0185 0.0168 0.0171 0.0169

μSV M 0.1602 0.1896 0.2091 0.2269 0.2378 0.2444 0.2455

σSV M 0.0128 0.0139 0.0156 0.0163 0.0165 0.0165 0.0182
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3.2 Multiplicative noise model

In this section we show an analogous experiment as reported in Section 3.1, but
here the noise N is multiplicative rather than additive. Now, the parameters of
stochastic processes A, B and N are μx′,A = 3, σ2

x′,A = 1, μx′,B = 6, σ2

x′,B = 3,

and μN = 4, σ2

N = 1. Noise instances n are affecting x′ according to the function
x = Φ(x′, n) = n · x′, generating noisy observations (scores) x. Similarly as
in Section 3.1, the uncertainty in measuring qm is controlled by adjusting σ2

d.
Examples of evidence distributions and corresponding decision boundaries are
shown in Figure 5 (for σ2

d = 0), and in Figure 6 (for σ2

d = 20)
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Figure 7 presents the explicit relationship of the correlation coefficient ρ

between x and qm and the classification error rates in the evidence space using
decision boundaries τ(x), ΨLDA, ΨQDA, ΨBayes and ΨSV M , for σ2

d changed in
the range of 0 to 20. Obtained classification errors are recorded for respective
classifiers after 50 independent experimental runs in terms of mean Half Total
Error Rate (HTER). The error bars show the standard deviation of HTER.
Numerical data from this experiment are gathered in Table 2.
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Fig. 7. Impact of the correlation ρ between the observed scores x and the observed
quality measures qm , for multiplicative noise.

4 CONCLUSIONS

We proposed a model of uncertain quality measurements of biometric signals,
and we proved that the use of uncertain qm does not negatively impact class
separation in respect to the baseline systems which do not use qm. We have
instantiated this theoretical result with synthetic datasets, using additive and
multiplicative models of noise. The conducted experiments showed that as the
uncertainty of qm increases, the classification performance approaches that of a
system that uses no quality measures. This result is explained by the fact that
uncertain qm loose their conditional relevance to the classification process.

Another important conclusion from the presented study concerns the problem
of model selection for classification with qm. As the presented results show,
qm collected with a high certainty allow for successful deployment of stacked
classifiers of less constrained complexity. As the uncertainty of qm grows, stacked
classifiers of restricted complexity proved to be less prone to overtraining than
those with more degrees of freedom. This overtraining result can be clearly seen
from the error bars in Figures 4 and 7, but also from the shapes of decision
boundaries in Figures 2, 3, 5 and 6. This result shows that the sensitivity of the
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Table 2. Selected HTER results from Figure 7(b), 1000 data points, mean values and
standard deviations after 50 repetitions for each value of σ2

d.

σ2
d 0.000 0.400 1.000 2.600 7.000 15.000 20.000

ρ(x, qm) 0.000 0.007 0.012 0.014 0.019 0.022 0.022

HTER

μτ(x) 0.201 0.202 0.202 0.203 0.202 0.205 0.203

στ(x) 0.035 0.032 0.037 0.035 0.033 0.030 0.037

μLDA 0.141 0.160 0.177 0.191 0.197 0.203 0.202

σLDA 0.035 0.035 0.035 0.031 0.033 0.033 0.036

μQDA 0.150 0.173 0.186 0.201 0.199 0.203 0.203

σQDA 0.080 0.086 0.085 0.087 0.069 0.060 0.061

μBayes 0.140 0.163 0.177 0.194 0.197 0.203 0.203

σBayes 0.014 0.015 0.017 0.017 0.015 0.016 0.019

μSV M 0.144 0.170 0.186 0.204 0.215 0.225 0.226

σSV M 0.015 0.015 0.017 0.017 0.018 0.017 0.017

stacked classifier to overtraining depends not only on problem dimensionality
but on the strength of dependencies between variables in the evidence vector.
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