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Abstract
Most current commercial automated fingerprint-authentication 
systems on the market are based on the extraction of the 
fingerprint minutiae, and on medium resolution (500 dpi) 
scanners. Sensor manufacturers tend to reduce the sensing area 
in order to adapt it to low-power mobile hand-held 
communication systems and to lower the cost of their devices. 
An interesting alternative is designing a novel fingerprint-
authentication system capable of dealing with an image from a 
small, high resolution (1000 dpi) sensor area based on 
combined level 2 (minutiae) and level 3 (sweat pores) feature 
extraction. In this paper, we propose a new strategy and 
implementation of a series of techniques for automatic level 2 
and level 3 feature extraction in fragmentary fingerprint 
comparison. The main challenge in achieving high reliability 
while using a small portion of a fingerprint for matching is 
that there may not be a sufficient number of minutiae but the 
uniqueness of the pore configurations provides a powerful 
means to compensate for this insufficiency. A pilot study 
performed to test the presented approach confirms the efficacy 
of using pores in addition to the traditionally used minutiae in 
fragmentary fingerprint comparison. 

1. Introduction
The use of biometrics on low-power mobile, hand-held 
devices and over wireless networks forces new range of 
constraints and requirements on both data acquisition 
and its processing. In particular, following issues need 
to be addressed: physical constraints of the employed 
biometric device and data size constraints. The 
performance of given fingerprint authentication 
technology depends on the weight given to different 
factors: resolution, area, image quality, size, cost, 
robustness, etc. In particular, an important tradeoff 
between accuracy and cost involves the sensing area. 
Sensor manufacturers tend to reduce the sensing area in 
order to adapt it to mobile hand-held devices, without 
sacrificing their performance. 
The vast majority of contemporary automated 
fingerprint authentication systems are minutiae (level 2 
features) based systems [3,8]. The two most prominent 
types of minutiae are: ridge termination and ridge 
bifurcation [4]. Minutiae-based systems normally 
perform well with high-quality fingerprint images and a 
sufficient fingerprint surface area. These conditions, 
however, may not always be attainable. In many cases, 
only a small portion of the test fingerprint can be 
compared with the reference fingerprint. Comparing 
fingerprints acquired through small-area sensors is 

difficult due to the possibility of having too little 
overlap between different acquisitions of the same 
finger [4]. If a minutiae-based matching algorithm is 
used, in the case of small overlap between the 
fingerprints, the number of minutiae correspondences 
might significantly decrease and the matching algorithm 
would not be able to make a decision with high 
certainty. This effect is even more marked on 
intrinsically poor quality fingers, where only a subset of 
the minutiae can be extracted and used with sufficient 
reliability. A small overlap also affects the reliability of 
both correlation-based and ridge feature based matching 
techniques, since the amount of information available 
for matching is reduced.  
We are therefore exploring alternative fingerprint 
features for the use in fingerprint fragment matching. 
One promising candidate is the fingerprint sweat pore 
configuration [7,10]. The pores are more densely 
distributed than minutiae on fingertips, which allows for 
a comparison of a small portion of a fingerprint against 
a reference fingerprint in authentication applications [7]. 
If a fingerprint image is acquired at a high resolution 
(e.g. 1000 dpi), it is possible to clearly identify the 
sweat pores, which may range in size from 60 to 250 
μm. In fact, each ridge of outer skin is dotted with sweat 
pores along its entire length. Although pore information 
(position, shape, etc.) is highly distinctive, very few 
automatic matching techniques use pores. This is due to 
the fact that their reliable automatic detection requires 
high resolution fingerprint images and robust extraction 
techniques. 
Level 3 features can be detected if the fingerprint 
images are of high resolution and sufficient contrast. 
Existing methods of automatic pore extraction, like the 
one presented in [10], are model-based and are not 
directly applicable to small fingerprint fragments. We 
present a new appearance-based approach to pore 
detection in high resolution fingerprint images. 
In this paper, we present a strategy and implementation 
of a series of techniques for automatic level 2 and level 
3 feature extraction in fragmentary fingerprint 
comparison. Section 2 provides discussion on general 
relation between distinctive fingerprint features. Section 
3 describes an alignment procedure necessary for 
comparing a small portion of test fingerprint with the 
reference fingerprint. This alignment is provided at the 
global level using the method of correlating the ridge 
line structure. Section 2 presents a theoretical 



framework for the use of ridge structure, level 2 and 
level 3 features for fingerprint comparison. Section 3 
introduces a methodology for extraction of level 2 
(minutiae) and level 3 (sweat pores) features from 
fragmentary fingerprint image of high-resolution. In 
Section 4 a pilot study performed to test the proposed 
approach is presented, with the discussion of the results 
in Section 5. Finally, Section 6 provides concluding 
comments. 
 

2. Relationship between the features present in 
the fingerprint 

The majority of existing fingerprint recognition systems 
are based on some form of matching of the minutiae 
(level 2 features) [3,6]. If level 3 features are 
considered, the temptation exists to treat them as an 
independent source of information. However, what must 
be noted is that the ridge structure, minutiae and pores 
are not independent modalities within the domain of 
fingerprint recognition. There exists an intrinsic link 
between the information content that they represent. The 
baseline is the ridge structure. The minutiae naturally 
follow the ridge structure, and their spatial (or rather 
planar, when thinking of the fingerprint image) 
distribution is an unevenly sampled version of the ridge 
structure. By the anatomical constraints the same holds 
for the distribution of the pores – they follow the ridge 
structure. 
Therefore by the logical cut operation we can treat the 
pores and the minutiae independently, assuming (justly 
for the very same analyzed fingerprint sample) they 
both originate from an identical ridge structure they 
belong to. To be strict, pores are causally linked to 
another variable, which is the distribution of the sweat 
glands in the derma in the fetal period. This, however is 
a logical constant and has no causal link with the ridges 
(to our best knowledge). 
In the terms of probabilistic calculus this reasoning can 
be formalized as follows: let us assume that we are 
interested in estimating the probability that the tested 
fingerprint matches the database, and the ridge, 
minutiae and pores also match. We can then write: 
 
P(f,m,r,p)=P(f|(m,r,p))·P(m,r,p)=P(m,r,p)·K(f).         (1) 
 

Where f is the probabilistic variable related to the event 
of two fingerprints matching, and m,r,p are the variables 
related to the events of the minutiae, ridges and pores 
matching, respectively. The term P(f|(m,r,p)) is a 
conditional probability of fingerprints matching, 
provided all its features match.  In an ideal situation this 
term would equal to one, however this is never the case 
with a real system. This term can be here considered 
constant K(f) for a given fingerprint and feature 
extraction algorithm. If we assume the all considered 
fingerprints are of comparable quality and 
discriminative potential (a reasonable assumption to 
make), K(f) becomes a constant for a given system. In 

such case, the term P(m,r,p) needs to be evaluated. We 
can write that: 
 
P(m,r,p)=P((m,p)|r)·P(r).   (2) 
 
The conditional probability P((m,p)|r) acknowledges the 
dependence between the minutiae and pores, and the 
ridges. If we now secure that the ridge structure is the 
same for the extraction of both pores and minutiae, then 
m and p can be considered independent. 
 
P((m,p)|r)= P(m,p).   (3) 
 
From equations (2) and (3) we have: 
 
P(m,r,p)= P(m,p)·P(r)= P(m)·P(p)·P(r). (4) 
 
The terms P(m), P(p) and P(r) can be estimated from 
the ridge-, minutiae-, and pore-based matching scores. It 
is certainly possible to rewrite equation (2) in such a 
way that m or p could take place of r. However, this 
would be only a formalism – the implicative link 
between pores, or minutiae, toward the ridge structure is 
much weaker than in the opposite direction. In other 
words it is certainly possible to search for an alignment 
of the tested fingerprint fragment using minutiae or 
pores, but that would greatly increase the chance of a 
misalignment. This view was supported by our 
experiments. 

3. Fragmentary fingerprint comparison 
procedures

Once a fragment of the fingerprint of satisfactory 
quality is available, it is necessary to find its 
corresponding fragment in the reference image in order 
to make a comparison. To do this we follow the 
reasoning presented in Section 3. 
Namely, the constraint of constant ridge structure must 
be satisfied. The task of pinpointing the questioned 
fingerprint fragment on the reference image using the 
ridge structure takes care of this constraint. 
Consequently, the minutiae and pores can be now 
independently used to match the test fingerprint with the 
reference fingerprint. 
The ridge structure is not used for the fingerprint 
comparison itself. Intuitively, when comparing the ridge 
structure one compares the characteristic features of the 
test and database fingerprint, but at the same time the 
non-characteristic features are being compared. In this 
way, the distinctiveness is being ‘hidden’ in the shared 
characteristic of many fingerprints.  

3.1. Allignment of the test fragment with the reference 
fingerprint 

As explained in Section 3, in order to align the ridge 
structure of the test fragment with the reference image 
we calculate the 2-dimensional normalized correlation 
coefficient for every possible location of the fragment 



within the reference image.  The decision on which part 
of the reference image matches the test fragment is done 
by finding the highest correlation factor.  
Performing this kind of alignment, when working on 
original grayscale image is difficult. The noise present 
in the original image obscures the alignment and boosts 
up the correlation coefficients for the misalignments. 
Thus we first clean the ridge structure of both test and 
reference images using Gabor wavelet filtering. Then 
we convolve the resulting image with a Gaussian mask, 
and then look for the ridge alignment using 2D-
correlation of the test fragment with a sliding window of 
the corresponding size. Since Gaussian filtering is low-
pass, we perform the correlation-based search for 
alignment on decimated fingerprint images which 
greatly speeds up the computation. 

3.2. Gabor wavelet filtering for ridge structure 
enhancement 

Gabor filtering is a widely used technique for ridge 
structure enhancement [4]. We use a filter bank of 48 
filters. A Gabor filter is defined by four parameters: its 
orientation �, its frequency f and the standard deviations 
of the Gaussian envelope �x and �y. Our bank of Gabor 
filters is built with 8 different orientations, 3 frequency 
values, and 2 possible values for parameters �x and �y. 
The local frequency values are estimated separately for 
each filtered fingerprint or its fragment. For a pixel 
(x,y), we consider the grayscale intensity change along a 
path orthogonal to the local ridge orientation, obtained 
from local gradients [1]. The intensity changes along the 
orthogonal path are approximated by a sine function, 
whose frequency is used as the local ridge frequency 
estimate. The local frequency is computed at 30 pixel 
intervals in horizontal and vertical directions. Local 
frequency estimation errors can occur in the presence of 
pores or when the width of the ridges is different from 
the valleys. Based on empirical data, we can expect that 
the frequency f lies within a certain range. Let fi,j be the 
frequency at position (i,j) in the frequency matrix, and  
the difference between fi,j and the mean of its 8 neighbor 
values. If the estimate of fi,j is above certain threshold, 
fi,j is replaced by the mean of its neighbor values. After 
correcting the frequency estimation errors we count the 
number of occurrences for each frequency. Finally, the 
3 frequencies, whose number of occurrences is highest, 
are kept to build the bank of Gabor wavelets.  
The parameters �x and �y are selected empirically to 
avoid distortions in the high ridge curvature areas of the 
fingerprint. 

3.3. Extraction of level 2 and level 3 features 

Since the level 2 (minutiae) and level 3 (pores) features 
are of different scale and nature, we extract them 
separately. In order to extract the minutiae, we use a 
skeletal representation of the ridge structure. The pores 
are fine intra-ridge formations and we therefore have to 

revert to the original grayscale in order to extract them 
(Gabor filtering loses the pore information). 

3.4. Skeletalization 

For the skeletalization of the fingerprint image we use 
the cleaned ridge structure after Gabor filtering. Direct 
skeletalization of the original image (without Gabor 
filtering) results in a skeleton that contains an excessive 
count of artifacts. 
After Gabor filtering we proceed consecutively with the 
binarization, the heuristic skeleton cleaning, and the 
minutiae localization. 
To binarize the filtered grayscale image, a local 
threshold method is used. The filtered image is 
decomposed into square blocks. The size of the blocks 
is set to 20 pixels, so that on average 3 ridges are 
present in one block. For each block, a threshold is 
chosen by minimizing the between-class variance [5]. 
Pixels, whose value is below the threshold, are 
converted to 0 (black), while others to 1 (white). 
Once we have obtained a binary image, a morphological 
thinning algorithm [2] is applied until all the ridges are 
1 pixel wide. 
The image filtering procedure already suppresses many 
artifacts that can be confused with the minutiae, and 
heuristic post-processing removes the remaining 
artifacts present in the skeleton. We clean the skeleton 
by clearing five kinds of remaining artifacts: holes or 
islands, bridges, spurs, ridge-breaks and short ridges. 
 Islands are removed by filling small closed areas, 
whose surface is below certain threshold. These filled 
areas are then thinned until they are 1 pixel wide. 
We identify bridges as two linked bifurcations. We first 
compute the orientation of each bifurcation. One 
condition that must be satisfied is that the difference of 
orientation between the bifurcations must be below the 
set threshold d�. As second condition, we verify that the 
potential bridge links two different ridges, i.e. it will not 
create a ridge break if we remove it. 
The third kind of artifacts, spurs, are removed by 
searching a bifurcation and a ridge ending close to each 
other and linked. 
Ridge-breaks are identified as two ridge endings close 
to each other. The difference of orientation between the 
two ridges endings must be small. Next, the difference 
of orientation between one ridge ending and the 
segment that links the two ridges endings is computed. 
This computed value must be below a threshold d� in 
order not to link two ridge endings located in two 
different ridges. 
Finally, we remove small objects, whose surface is 
below an empirically defined threshold. This rule erases 
short ridges. 



 

Figure 1: Original image of a test fingerprint  
fragment and its corresponding skeleton. 

3.5. Level 2 feature extraction 

Once the skeleton is cleaned, the crossing number [4] is 
computed for each pixel belonging to the skeleton. A 
crossing number equal to 1 corresponds to a ridge 
ending, and 3 to a bifurcation.  We store the coordinates 
of pixels whose crossing number is 1 or 3 and we store 
their coordinates. The stored coordinates make the set of 
level 2 features. 

3.6. Level 3 feature extraction 

In order to detect the sweat pores, we first binarize the 
original grayscale image by applying a local threshold 
method [5].  In general, the sweat pores (or rather their 
imprints) can be classified as closed or open. 
First, we extract pores that are entirely surrounded by 
the ridge (the closed pores). In the binary image, they 
appear as a ‘hole’ in a ridge. We focus on areas of white 
pixels entirely surrounded by black pixels. We define 
the upper and lower thresholds, tmin and tmax. Each 
suspected pore, whose surface is below tmin or above tmax 
is discarded. Objects of a surface smaller than tmin are 
removed, because they are usually noise artifacts, while 
those of a surface larger than tmax are removed because 
they are not likely to be level 3 features. We chose the 
values for tmin and tmax empirically. 
Typically, large number of pores is not enclosed by the 
ridge (the open pores). They form like a ‘hook’ in the 
ridge. To find them, we first skeletalize the valleys of 
the binarized original image. Having done so, the spurs 
appear at pores’ location. We compute the distance 
between the end of each spur and the skeleton of 
valleys. If this distance is sufficiently large and the 
amount of white pixels around the spur location is big 
enough, we consider the end of the spur as a pore’s 
location (Figure 2). Figure 3 shows the combined result 
of pore detection. We keep the pore coordinates as the 
set of level 3 features. 

 

Figure 2: Detection of open pores. The skeleton of the 
valleys marked in white. 

 

Figure 3 : Results of pore localization algorithm. In 
black, detected closed pores. In white, detected open 

pores. 

3.7. Fingerprint matching procedure based on level 2 and 
level 3 features 

The fingerprint matching algorithm was designed as 
follows: before the comparison, the ridge, minutiae and 
pore features are extracted from the reference image. 
Namely, the ridge skeleton, and the coordinates of the 
minutiae and the coordinates of the pores are 
considered. The features are extracted independently 
from every fingerprint fragment used in the experiment. 
The match score of the ridge structure is computed by 
normalized correlation, while the minutiae and pore 
features were compared based on a geometric distance 
criterion [4]. Resulting matching scores are from (0,1) 
range, where a ‘0’ corresponds to a complete mismatch, 
and a ‘1’ indicates a perfect match of extracted features. 
In our experiments we use the fingerprint images 
obtained from the IPS, UNIL1. The images originate 
from a custom built optical scanner at the resolution of 
approximately 2000dpi.  
 
 
                                                           
1 Institut de Police Scientifique, University of Lausanne, 
Switzerland. 



4. The pilot experiment 
The baseline hypothesis in our approach is that the use 
of level 3 features can provide additional discriminative 
information about a fingerprint. This extra information 
is expected to compensate for the loss of information 
that we suffer from when reducing the fingerprint 
fragment considered in the verification process. To 
verify if that is the case we have conducted a pilot 
study, which consists of two parts. In the first part 
where we compare 12 pairs of according fingerprints 
(originating from the same finger). In the second part 
we compare 6 pairs of discording fingerprints (known to 
originate from different fingers). All fingerprints have 
been taken in identical conditions, using identical setup 
and data acquisition equipment. 
The comparisons of fingerprints are performed pair-
wise. One of the images from each pair is considered a 
reference image, while the other (the test image) is 
being systematically fragmented and the resulting 
fragments compared to the reference image. In each 
subsequent fragmentation step the dimensions of the 
resulting subimages of the test image are: 
 

[xn,yn]=[x0,y0]· (0.75)n,    (2) 
 

where [x0,y0] are the dimensions of the original 
reference image, and [xn,yn] are the dimensions of the 
test fingerprint image at the nth fragmentation step. We 
call the value of n the fragment size index. An example 
of the original test image and its sub-images at every 
fragmentation step is shown in Figure 4. 

 

Figure 4: Subsequent fingerprint fragmentation 
according to equation (2). From left to right: original 
image from the database, with automatically removed 
background (image size 900×1200 pixels), subsequent 

sub-images of fragment size index n=1,2,3,4,5. 

 

Both the tested image and the corresponding, 
automatically located reference fragment had to have 
more than 90% of their area occupied by the ridge 
structure (less than 10% background) in order to be 
scored. For instance, fragments 4 and 5 from Figure 4 
would be discarded since they contain excessive amount 
of background. Every comparison returned the ridge, 
minutiae and pores matching score. 
In both parts, we force the alignment of the test 
fragment with the reference fingerprint: we assume the 
alignment of the fragment with the reference fingerprint 
fragment if the correlation coefficient with the test 
fragment is highest, and not more than 10% of the 
fragment surface is occupied by the background. 
Figures 5 and 6 show the results of the pilot study. 
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Figure 5: Pilot experiment results for fingerprints 
originating from the same finger. 
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Figure 6: Pilot experiment results for fingerprints 
originating from different fingers. 

 

5. Discussion
The results of the pilot study gives an indication that our 
initial assumptions are correct. In both parts of the 
experiment, the correlation score grows with the 
diminishing size of the test fingerprint fragment, which 
suggests that the local deformations and distortions of 
the fingerprint begin to be less deteriorating to the 



alignment process as the considered fragment size 
shrinks. Thus for the alignment of a fingerprint 
fragment the correlation method is an appropriate 
measure. 
The matching scores for the minutiae decline for the 
comparison of according fingerprints. This is not 
surprising considering that the average number of 
minutiae shrinks as we decrease the test fragment size. 
In the case of discording fingerprints, the minutiae-
based scores stay at an approximately constant, low 
level and reflect the matching score when some of the 
minutiae in discording fingerprints randomly coincide. 
When comparing according fingerprints (Figure 5), the 
matching score for pore-based comparison consistently 
grows as we reduce the size of considered fingerprint 
fragment size. At the fragment size index 5 and above 
the discriminative information contained in the pores is 
comparable to that contained in the minutiae, and tops it 
as we further decrease the test fragment size. This result 
proves our expectation that the reduction of the 
considered test fingerprint fragment does not entail any 
decline in the discriminative potential, when level 3 
features are employed. We also expect that this potential 
will actually be higher, since at the fragment size index 
equal to 4 and above, one has two independent decision 
sources (pores- and minutiae-based) of similar 
reliability. 
When comparing discording fingerprints (Figure 6) the 
matching scores remain approximately independent of 
the compared fingerprint size. The separation between 
the scores for according and discording fingerprints 
show that the chosen features are well-suited for the 
comparison of fragmentary fingerprints. 

6. Conclusions and future work 
In this paper we presented a methodology of comparing 
a fragmentary fingerprint with a reference fingerprint. 
We have shown how the ridge structure can be used for 
alignment of the test fingerprint fragment with the 
corresponding part of the reference image. Detailed 
procedure of level 2 and level 3 features extraction from 
high resolution fingerprint images was presented, and 
the feature matching algorithms were characterized. 
We have presented the outcomes of a pilot experimental 
study, which employs the mentioned feature extraction 
and matching algorithms. The results of the experiment 
agree with our hypothesis that the use of level 3 features 
provides a potential to match fragmentary fingerprints 
with at least similar (or better) accuracy as can be 
achieved when using the entire imprints. 
The experimental evidence collected during our study is 
insufficient to give a statistically sound estimation of the 
effects of reduced fragment size on the distinctiveness 
of a fingerprint fragment. We intend to extend our work 
to address this issue. 
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